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Thank you, Madam Chairman and members of the Subcommittee for the opportunity to 

testify today on the private sector's views of the current anti-money laundering efforts 

and the oversight of those efforts. 

 

My name is Jim Richards.  I am a Senior Vice-President and the Global Anti-Money 

Laundering Operations Executive, Compliance Risk Management, for Bank of America.  

Prior to the merger of Bank of America and FleetBoston Financial, I was the Director of 

Fleet’s Financial Intelligence Unit, or FIU.  In both roles, I have or had responsibility for 

the bank’s operational aspects of preventing, detecting, and reporting potential money 

laundering or terrorist financing. 

 

I have been asked to testify today about whether and how the current regulatory regime 

under the Bank Secrecy Act and USA PATRIOT Act can be fine-tuned to better achieve 

institutional integrity and national security goals, and what recommendations I may have 

to make compliance with those laws more effective. 

 

Let me first emphasize that my comments here today reflect the views and experiences of 

Bank of America and the anti-money laundering group that I have had the pleasure of 

being a part of over the last five years at the former FleetBoston Financial.  For the most 

part, these views coincide with those of our private sector and public sector partners. 

 

Also, in addressing these issues, the view, or perspective, I bring to this Subcommittee is 

that of someone who sees the Bank Secrecy Act and USA PATRIOT Act, regulations, 

and regulatory guidance first hand and in operation.  My experience and perspective is 

that of someone operating a unit within a financial institution that is responsible for 

investigating and reporting suspicious activity to the Government, and how the changes 

since the tragic events of September 11th and the passage of the USA PATRIOT Act have 

impacted that function.  In order to illustrate some of the hands-on functions, I will 

briefly describe some of the technology, tools, and techniques we have used in those 
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efforts.  I thank you for the opportunity to share these views and this testimony with the 

Committee. 

 

From a purely operational point of view, or from the perspective of implementing the 

BSA and USA PATRIOT Act, money laundering is not terrorist financing and terrorist 

financing is not money laundering: they are two very different problems that need to be 

addressed very differently.  That said, from our financial institution’s perspective, the 

issues of money laundering and terrorist financing both require that financial institutions 

creatively review and match internal and external data and information relating to 

transactions and relationships.  

 

Finally, detecting terrorist financing or terrorist financing-related transactions is virtually 

impossible.  We rely almost exclusively on the Government to provide us with 

information we then use to attempt to identify potential terrorist financing activity or 

individuals or entities involved in terrorist financing. 

 

I.  From a Financial Institution’s Perspective, There Are Fundamental Differences 

Between Money Laundering and Terrorism Financing 

 

Although there are hundreds of different types of crimes, for the purposes of money 

laundering prevention in the financial services industry, there are only two types of 

crimes: crimes for profit, such as narcotics trafficking or securities fraud; and crimes of 

purpose, such as terrorism. 

 

These two classifications of crimes are very different, and pose incredible differences in 

how they are detected and, hopefully prevented, in the financial services sector.  

Understanding these differences is the key to building an effective anti-money laundering 

(AML) and terrorist financing prevention (TFP), detection, mitigation, and remediation 

program that addresses all of the relevant compliance risks, regulatory risks, reputational 

risks, and legal risks. 
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Traditional crimes for profit have been the focus of our money laundering laws since the 

passage of the Bank Secrecy Act in 1970.  The “profit” aspect of these crimes allowed 

legislators, regulators, law enforcement, and the private sectors to focus on transactions – 

high volume, large dollar, high velocity transactions detected internally, then reported to 

the Government either through a Currency Transaction Report, or CTR (for cash 

transactions greater than $10,000) or a Suspicious Activity Report, or SAR (for all 

transactions greater than $5,000 that fit the definition of “suspicious”).  

 

Beginning with the recordkeeping and cash reporting requirements of the Bank Secrecy 

Act in 1970, moving to the money laundering crimes of the Money Laundering Control 

Act of 1986, and to the suspicious transaction reporting requirements of the Money 

Laundering Suppression Act of 1992, the focus of financial institutions was inward or 

internal - on the transactions being conducted to, from, or through the institution.  

Monitoring systems were built for cash transactions and wires; surveillance tools were 

developed to allow institutions to look at what defined classes or groups of customers 

were doing; and many banks began to develop ad hoc or specialized databases and 

processes to allow for more proactive analysis, investigation, and reporting of suspicious 

activity. 

 

Since the tragic events of September 11th, we have learned that terrorist financing is very 

different than traditional money laundering.1  September 11th and the passage of the USA 

PATRIOT Act (the “Patriot Act”) forty-five days later changed the focus from internally-

sourced cases originating from reviews of high-velocity, high-dollar transactions to 

externally-sourced cases originating from requests from law enforcement through the 

provisions of OFAC, section 314(a) of the Patriot Act, or grand jury subpoenas.  The 

                                                 
1 I draw a distinction between the schemes used to fund a particular terrorist cell or terrorist operation, such 
as the funding of the various September 11th hijacker cells, from the greater financing of terrorist 
organizations, such as the use of narcotics trafficking and kidnapping to finance Colombia's FARC and 
ELN, or the abuse or misuse of charitable organizations.  There is a distinction between the methods used 
to fund a particular cell or operation and those used to support the long-term financing of an organization.  
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Patriot Act also added, for the first time, a requirement that all financial institutions have 

a program to verify the identity of their new customers.2  

 

So now financial institutions have two very different issues before them: how to identify 

and report suspicious activity sourced from internal monitoring and surveillance of 

transactions; and how to identify and report the existence of customer relationships 

sourced from external requests for information.  Put another way, money laundering 

prevention is a transaction-focused, internally-sourced issue, where transactions lead to 

relational links; terrorist financing prevention is a relationship-focused, externally-

sourced issue where relational links lead to transactions. 

 

Exhibit A shows two “screen shots” – one of a typical pre-9/11 money laundering 

investigation, showing entities linked by clustered transactions; and one of a typical post-

9/11 terrorist financing investigation, showing the often random and cluttered relational 

links between entities, addresses, corporate or business relationships, and other 

commonalities. 

 

Three scenarios are also illustrative of the differences between internally-sourced 

transactional money laundering investigations and externally-sourced relational terrorist 

financing reviews: 

 

Scenario 1 - A branch manager notices that a customer has come in twice 

a day every Friday for three weeks, depositing between $6,000 and $8,000 

in small denomination bills each time.  These “structured” transactions 

make no sense for this particular customer. 

 

Scenario 2 - A transaction monitoring system looks at all customers that 

                                                 
2  Section 326 of the Patriot Act requires all financial institutions to have reasonable, risk-based procedures 
for verifying the identity of any person seeking to open an account, to the extent reasonable and practicable.  
Obtaining basic identifying information on customers, being ably to verify that information, and being able 
to compare this information with the customer’s actual activity is the heart and soul of any effective anti-
money laundering program. 
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open accounts without a Taxpayer Identification Number, with opening 

deposits of less than $1,000, with structured cash deposits and ATM 

withdrawals in high-risk countries.  These customers may be involved in 

traditional money laundering. 

 

Scenario 3 - A customer opens up a checking account and obtains an 

ATM/debit card.  He has a random but normal number of small cash and 

check deposits, and has a number of small ATM cash withdrawals.  He 

purchases one money order for less than $1,000, which is eventually 

cashed in a known high-risk terrorism country. 

 

The first two scenarios may be examples of money laundering.  At the very least, they are 

easily detected by rudimentary “money laundering” transaction-focused monitoring and 

surveillance tools and techniques.   The third scenario is absolutely benign and virtually 

impossible to detect as either money laundering (which it isn’t) or terrorist financing … 

unless the government provides the institution with the name of the customer through the 

section 314(a) process.  With the name and perhaps address and any other identifying 

information, financial institutions can then begin to form relational connections (common 

telephone numbers, common addresses, linked accounts, etc.): with those relationships 

come transactions with other customers or other entities.  Ultimately, when put together, 

a potential pattern of possible terrorist financing may emerge. 

 

In a traditional money laundering case, banks identify potentially unusual transactions 

through electronic or human means, then conduct a review of those transactions in 

attempt to answer the question “do these transactions have a business or apparent lawful 

purpose or are they the sort in which the particular customer would normally be expected 

to engage, and is there a reasonable explanation for these transactions after examining the 

available facts, including the background and possible purpose of them?”3  If the answer 

to this (complicated and lengthy) question is “no”, then the bank has an obligation to file 

                                                 
3  Paraphrasing the language found in the SAR regulation at 31 CFR 103.18(a). 
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a Suspicious Activity Report (SAR).  The financial services industry has spent the last 

thirty years developing programs, systems, databases, and training for this money 

laundering problem.  The regulatory community has well-established examination 

guidelines that give the industry a road map on how to meet its obligations.  

Organizations such as the American Bankers Association offer guidance and assist the 

industry in developing “best practices”.   But what about the new obligations imposed by 

the Patriot Act?  These new obligations have forced us to take a new look at relationships 

and transactions, internal and external data and information, and how we put these 

together. 

 

II.  The Data and Information Available to Financial Institutions 

 

Just over five years ago I was asked to build a comprehensive anti-money laundering 

group and function at BankBoston.4  At the time, BankBoston had a BSA compliance 

program, including the required recordkeeping and reporting functions.  What we built 

was a group that complemented those existing resources, but was focused on proactive 

prevention, detection, and mitigation of all risks relating to money laundering: 

compliance, regulatory, reputational, operational, and legal risks.  We began, literally, 

with 2 people and 2 laptops: by the end of 2003 we were 24 people running an in-house-

built Money Laundering Deterrence database that cost something less than $250,000 for 

the computer hardware, and we were running what we then called our Financial 

Intelligence Unit, or FIU, for one of the ten largest banks in the country.  Currently, as 

part of the new Bank of America, we are in the process of taking the best practices from 

both organizations and integrating them into a new, combined group within Compliance 

Risk Management reporting to the Bank’s Chief Compliance Executive, Charles 

Bowman.  Working very closely with me and also reporting to Mr. Bowman is Daniel D. 

Soto, one of the most respected professionals in this field.  Where my focus is on AML 

operations, Dan is responsible for AML and OFAC policies and procedures as the Global 

AML and OFAC Program Executive.  It is an excellent partnership. 

                                                 
4  In October, 1999 BankBoston and Fleet Bank merged to form FleetBoston Financial.  In April, 2004 
FleetBoston Financial was purchased by Bank of America. 
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Whether preventing, detecting, or investigating the movement of funds generated by or 

used for traditional crimes or terrorism, a financial institution must focus on answering a 

central question: 

 

Do we know, suspect, or have reason to suspect that a transaction or 
series of transactions “has no business or apparent lawful purpose or is 
not the sort in which the particular customer would normally be 
expected to engage, and [we] know[] of no reasonable explanation 
after examining the available facts, including the background and 
possible purpose of the transaction”? Quoting 31 CFR 103.18(a) 

 

Breaking down this requirement gives us the factors we need to consider and data or 

information we need to access.  Essentially, we have Customers, with Products, doing 

Transactions, through Delivery Channels, at Locations, in Certain Amounts.  These 

factors, when broken down into their most basic components and matched with what you 

know – both from internal “know your customer” or “enhanced due diligence” as well as 

external, publicly-available information – are the cornerstones of any effective program.  

Exhibit “B” shows these factors, with some detail, and they are explained in some detail 

below. 

 

• Customers – prior to the passage of the Patriot Act, most banks had developed 

“Know Your Customer” programs.  Section 326 of the Patriot Act and 

accompanying regulations have imposed a risk-based regime for verifying the 

identity of new customers and for existing customers opening up new accounts in 

certain circumstances.  But for the purposes of building an effective AML (anti-

money laundering) system, it can be argued that there are really only a few 

different types of customers: existing customers vs. new customers; customers 

with an identified relationship manager vs. customers without; and U.S. 

customers (or persons) vs. non-U.S. customers (or persons).5  Also, whether a 

                                                 
5  The difference between U.S. persons and non-U.S. persons is codified at 31 CFR 103.121(a)(3).  The 
tools and information available to verify the identity of a U.S. Person are better than the tools and 
information available to identify non-U.S. persons seeking to open an account. 
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customer is a primary account signer, or the principal of a corporation, trust, or 

other legal entity may determine what information is available. 

 

• Products – the principle transactional products in most banks are checking 

accounts (demand deposit accounts, or DDAs) and savings accounts. 

 

• Transactions – all transactions that can be conducted at or through a financial 

institution are relevant for the purposes of detecting and/or preventing money 

laundering and terrorist financing.  All transactions fall into one of three buckets - 

cash, electronic, or paper – and are either credits (incoming) or debits (outgoing).  

All transactions in whatever form and moving in whichever direction are 

eventually captured electronically in one or multiple bank systems.  The key is to 

be able to find those electronic records and access them.  Given the volumes of 

transactions in many large institutions, this can be a daunting if not close to 

impossible task.  However, certain transactions are more likely to be used than 

others.  These would include large cash and structured cash transactions, wire 

transfers, and large checks.  Other potentially high-risk transactions include the 

purchase or redemption of bank checks or travelers checks and ACH transactions. 

 

• Delivery Channels – Transactions are conducted at or through various delivery 

channels.  Traditionally, the branch was the channel through which most retail 

transactions flowed.  With the advent of electronic banking, many customers 

never transact at a branch, so the human contact is often minimal.6  Transactions 

conducted through ATMs will have varying amounts of information, depending 

on whether they are solely cash transactions, or “mixed” cash and checks; 

whether they are in-branch ATMs, ATMs owned and serviced by the bank, or 

                                                 
6   For many banks, their branches are still a principal source of potentially unusual or suspicious 
transactions.  This first-level of defense – a person seeing something unusual and reporting it to a central 
AML group for further analysis and review – is a critical component of an effective AML monitoring and 
surveillance program. 
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ATMs serviced by third-party vendors.  Other delivery channels include point-of-

sale debit and credit locations, and, most recently, the Internet.7 

 

• Locations – the key data or information characteristics of locations are whether 

the location is inside or outside the United States and whether the location of the 

transaction is different than the domicile of the customer. 

 

• Amounts – the amounts of the different types of possible transactions is also a 

critical piece of data or information.  Three different scenarios are possible: the 

transaction or series of transactions are under the recordkeeping thresholds (such 

as the $3,000 threshold for wire transfers or monetary instruments); whether the 

transaction or series of transactions are under the reporting thresholds (such as the 

$10,000 threshold for cash transactions); and whether the transaction or series of 

transactions are anomalous for the type of customer, product, account, transaction 

type, delivery channel, or location. 

 

• External Factors – perhaps the most important information available is not 

internal customer or transaction information, but publicly-available, external 

information that is available to be used to determine, confirm, or suggest that the 

transaction or transactions in question make sense.  Examples of the sources and 

uses of this external data are discussed below. 

 

Once a financial institution has identified all of these sources or types of data and 

information, and found a way to access that data, they must be brought into a centralized 

data management tool so that the people or group responsible for the AML program can 

monitor transactions, conduct surveillance of high-risk customers, and perform ad hoc 

queries.  Coupled with a robust case management system and an ability to capture 

potential new cases identified by bank associates in the branches and elsewhere, this 

group can then perform the analysis, investigations, reporting, trending, and remediation, 

                                                 
7  Delivery channels are also critical at the account opening stage of the relationship: the mechanics of 
opening an account and obtaining and verifying any identification documents will vary depending on the 
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and help support the front-end and continuing enhanced due diligence needed to protect 

the institution from the myriad of risks posed by money laundering and terrorist 

financing. 

 

III.  Using Existing Desktop Technology to Prevent and Detect Potential Money 

Laundering or Terrorist Financing Activity 

 

Since the tragic events of September 11th, dozens if not hundreds of companies have 

come forward with new money laundering or terrorist financing “solutions.”  Some of 

those tools8 are excellent; others have little or no value.  However, the financial services 

industry, like most people, tends to embrace new technology or tools without fully 

understanding the new technology and without having fully used or implemented the old 

or existing technology.  Indeed, two of the finest anti-money laundering and terrorist 

financing prevention tools that are available today are already on most banks’ shelves and 

on most bankers’ desktops, and are customizable to any institution, of any size.  If used 

creatively and well, these tools can form the cornerstones of most institutions’ AML 

programs.   These two common tools – basic database software such as Microsoft 

Excel™ and the Internet – can be the most effective tools available. 

 

1.  Basic Database Tools & Techniques – Really Using Microsoft Excel™ 

 

The Financial Intelligence Unit at the former FleetBoston Financial conceived, built, and 

operated a Money Laundering Deterrence (MLD) Database that monitored and could 

query transactions running through roughly 20 million accounts.  Both the hardware and 

software were “off the shelf”, and the only “customized” aspects were the reports, 

queries, and macros that were written by the FIU staff themselves.  We looked at vendor 

“solutions”, but kept going back to our own system as we found it was more effective, 

                                                                                                                                                 
account opening channel – whether in person, over the telephone, or through the Internet. 
8  The terms “AML Solution” or “Due Diligence Solution” or “Patriot Act Solution” are invariably used by 
vendors.  The term “solution” in the context of anti-money laundering and terrorist financing prevention is 
not only misplaced, but misleading: there are tools that, used creatively and well, allow financial 
institutions to better detect, investigate, and report activity and transactions that could be indicative of 
potential money laundering or terrorist financing.  Unfortunately, there are no solutions. 
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flexible and user-friendly than anything else we saw.  But one of the key aspects in 

developing and running our in-house system was the ability to utilize the tools and 

attributes inherent in the software.  The best example of this is our use of two of the most 

useful, but least known, features of the most commonly used desktop database software, 

Microsoft Excel™.  These two features, used separately or together, turn this basic 

program into the most effective AML and TFP tool available today: 

 

(a) Filters 

 

As seen in the five figures of Exhibit C, the “filter” function in Excel™ allows the user to 

drill down into a category or attribute of data.  In the example shown, a database of 

10,000 wire transfers is “filtered” so that the user only sees those transactions where the 

customer name contains the terms “import” and/or “export.”  Other “filters” could 

include a specified date range, a dollar threshold or exact dollar amount, or transactions 

within a specified date range between certain dollar collars (say, between $8,000 and 

$10,000) conducted only by customers with an address in Boston, Massachusetts where 

the beneficiary of an outgoing wire or originator of an incoming wire has an account with 

a US financial institution with an ABA routing number beginning with “1149.”9  

 

The filter function is particularly effective for parsing the data or information contained 

in or needed for Suspicious Activity Reports, such as customer and suspect attributes, 

branch of account and activity, type of activity, description of activity, and whether any 

law enforcement agency was contacted.  With this data and information contained in a 

simple spreadsheet, the bank could perform sophisticated reporting, trending, and 

                                                                                                                                                 
 
9  Identifying banks through their ABA routing numbers or, in the case of international banks, by their 
SWIFT bank identification codes, is often more effective than identifying them by name.  ABA routing 
numbers are 9 digits: the first two digits represent their Federal Reserve District; the third and fourth digits 
represent the city or region within that District; the fifth through eighth digits represent the specific bank; 
and the ninth digit is an algorithmic key to prove the legitimacy of the number.  In the illustration given, 
ABA routing numbers beginning with “1149” are banks in the 11th Federal Reserve District (Texas) 
generally along the Rio Grande River from El Paso to Brownsville.  SWIFT bank identification codes have 
an eight-figure (alpha-numeric) root where the first four digits represent the bank, the fifth and sixth the 
two-digit country code, and the seventh and eighth the city or region within the country.  CITIUS33, for 
example, would be Citibank in the United States, in New York.  
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“lessons learned” in order to focus training and reduce the incidence of laundering in the 

future.  Using the filter function, the BSA Officer could look at SARs filed by state where 

the activity was described as structuring and the description of the activity included the 

term “money service business” or “wire transfer”.  Using simple graphing and mapping 

features found in Excel™ and companion programs such as MapPoint™, the BSA 

Officer could easily focus his efforts on particular branches.10

 

(b) Pivot Tables 

 

Most average users of Excel™ have at least a passing understanding of the Filter 

function.  Very few even know that the “Pivot Table” function exists.  The Pivot Table 

function allows the user to summarize data and the relationships between the different 

types of data elements within a spreadsheet very quickly.  It automates what most people 

now do manually. 

 

For example, in the 10,000-wire table described above, a typical investigation may want 

to focus on one customer or contra party.  More importantly for money laundering, 

however, is the need to identify patterns, trends, or anomalies within large amounts of 

data such as this.  The ability to manipulate this data is critical. 

 

The three Figures shown in Exhibit “D” give a very simple example of how to construct a 

Pivot Table.  In this case, we are building a table that summarizes all of the transactions 

between our 125 customers and the various contra parties, by the total amount of the 

wires between any one customer and any one contra party.  We could also look at the 

total number of transactions between them, the average dollar amount, the range of wires, 

                                                                                                                                                 
 
10   This is an example of the concept that, from the perspective of a bank’s risk officer, money laundering 
or terrorist financing is not a problem, but a symptom of an underlying operational or control problem.  
When looked at from this perspective, the risk officer is able to look at the filing of a SAR or the activity 
represented in the SAR as a symptom of an underlying problem with account opening procedures, 
document collection and verification procedures, branch AML training, or the monitoring or surveillance 
functions.  Looking at money laundering or terrorist financing as a symptom rather than a problem can be 
an effective way to focus on and eliminate or mitigate the underlying causes. 
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or virtually any other characteristic of the transactional relationship between the two 

types of entities.  A similar exercise could be done if the database included relational 

data, such as customers and addresses by city, state, or country.  Adding some “high risk” 

transactions, such as “structured” cash transactions or foreign ATM transactions, would 

allow the user to construct a Pivot Table showing all customers, arranged by state, and 

the number or dollar amount of their high risk transactions. 

 

2. The Internet – Perhaps The Finest EDD/AML/TFP Tool Available Today 

 

Who are your customers?  Who are they transacting with?  Is your customer really 

affiliated with that company in Texas?  Is your customer’s business really located at that 

address?  Does the telephone number Area Code match the address Zip Code?  Is the 

transaction the sort in which the particular customer would normally be expected to 

engage? 

 

The answer to these questions often can be found through publicly available, free, 

searchable databases, search engines and web directories contained on the Web and 

accessed through the Internet.  Although many financial institutions pay vendors for “due 

diligence” or other services, and many of these data aggregator vendors offer outstanding 

value and service, many institutions should also take advantage of what is available on 

the or through the Internet.  Over the last five years, the associates in the (former 

Financial Intelligence Unit of FleetBoston Financial and now) Global AML Operations 

unit of Bank of America have developed some creative and useful tools and techniques 

for accessing, exploring, utilizing, and harvesting information from the Internet.  In the 

course of developing and sharing these tools and techniques, it has become apparent that 

although almost everyone uses these tools, they don’t generally use them well, 

thoroughly, or creatively.  Indeed, the biggest barrier to finding and using the vast 

amount of information available on or through the Internet is the lack of courage or 

initiative to “click something new every day.”  Most of the tools and techniques 

described herein were found by exploring the Web, or by clicking something new or 

different. 
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(a) The Surface Web 

 

The search engines and web directories that 99% of people use can be found on what is 

known as the “surface web.”  These include such staples as Google™, AllTheWeb™, 

DogPile™, and Kartoo™.  Very simply, surface web search engines have software 

programs that scour the Web, locating web pages and web page links and pulling those 

pages back to the search engine’s database where they are stored and made accessible by 

keyword searches.  Through Google™, for example a user can access over 3.5 billion 

web pages, hundreds of thousands of images, millions of old Newsgroup messages, and a 

30-day archive of news stories from over 4,500 worldwide sources.  A user can also 

translate a phrase or even translate an entire web site; or search for a key phrase in 

country-specific sites.  Other surface web sites such as VisualRoute™ or BetterWhoIs™ 

allow the user to track down the physical location of a website’s server or obtain the 

name of the person or entity that owns the domain name.  Other specialized sites, such as 

www.findinformation,homestead.com put hundreds of free, publicly available databases 

and search tools into one site or location for ease of use. 

 

(b) The Invisible Web 

 

Surface web search engines give their users links to, perhaps, 5 to 10 billion documents 

that have been posted on the Web.  But there are billions of documents and databases 

that, by their nature or because of the economics or other quirks of search engine 

technologies, either cannot be located or accessed through those search engines or are not 

located or accessed.  These documents or databases that cannot or are not accessed 

through the surface web, can be accessed through what is known as the Deep Web or 

Invisible Web, and number in the hundreds of billions.11  Public databases, such as state 

corporate records, may be found by a regular search engine query, but generally can be 

accessed only through the invisible Web. 

                                                 
11  One of the best explanations of the invisible web is “The Invisible Web: Uncovering Information 
Sources Search Engines Can’t See,” Chris Sherman and Gary Price, Cyber Age Books, Medford, NJ 2003. 
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One of the best Invisible Web sites, and one of the best enhanced due diligence, anti-

money laundering, or terrorist financing prevention tools available today is the databases 

found at www.searchsystems.net.  SearchSystems™ has assembled approximately 19,000 

free searchable public records databases from around the world.  Focused primarily on 

Canada and the United States, this site gives the user a remarkable access to public 

records.  Exhibit “E” is a screen shot of the Search Systems™ home page. 

 

An example of a typical terrorist financing review may be that conducted by many banks 

on an entity known as Benevolence International Foundation, or BIF.  BIF had its assets 

frozen by the US Government in December, 2001 under allegations that it had ties to or 

was involved in providing material support to a Foreign Terrorist Organization.  In late 

January 2002 BIF filed suit against the US Government, denying ties to terrorism.  An 

affidavit filed in support of that action was signed by a BIF principal, Enaam Arnout. Mr. 

Arnout eventually admitted in a plea agreement of moving money to Muslim fighters in 

Bosnia and Chechnya, and in February 2003 he pleaded guilty to one count of 

conspiracy. 

 

When faced with these facts, many financial institutions reviewed their customer and 

transactional systems to determine if they had BIF as a customer.  Who or what was BIF, 

and who was affiliated with BIF?  One of the first places to go to answer those questions 

could be SearchSystems™ or another invisible web site such as www.guidestar.org, a 

database of millions of US-registered charitable organizations.  GuideStar would have 

given you access to the following: 
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(c) The Historical Web 

 

Where the Surface Web and Invisible Web allow you to search for and obtain documents 

or gain access to databases that are currently available on the Web, the so-called 

“Historical Web” gives you access to much of what was once on the Web but is no longer 

there.  A remarkable site is that of the Internet Archive, available at www.archive.org 

(see Exhibit “F”).  This site, and its “Wayback Machine”, gives access to much of what 

was on the Web, back to 1996.  Very simply, the Internet Archive has taken electronic 

“snapshots” of virtually everything on the Web at various points of time, back to 1996, 

and stored it on their servers.  Most important, these documents are available to everyone. 

 

An interesting example of the investigative utility of the Internet Archive is the website 

www.azzam.com, “widely considered to be the premier English-language mouthpiece of 

Al-Qaida.”12  If one were to try to pull up this site today, it would be gone or unavailable, 

                                                 
12 Testimony of Steven Emerson, Executive Director, The Investigative Project, before the House 
Committee on Financial Services, Subcommittee on Oversight and Investigations, “Terrorism Financing & 
U.S. Financial Institutions,” March 11, 2003.  Hearings on “Progress Since 9/11: The Effectiveness of U.S. 
Anti-Terrorist Financing Efforts” 
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having been “pulled” some time after September 11th.  However, by simply typing in the 

URL, or web address, into the WayBack Machine, the investigator can gain access to 

virtually every rendition of the Azzam site, back to 1999, including almost every 

document posted on the site (almost 2,100 pages or documents).13

 

IV. Conclusion 

 

The success of our anti-money laundering and terrorist financing prevention efforts is 

entirely dependent on cooperation between and coordination by all of the parties 

involved: the law enforcement and intelligence communities, the regulatory community, 

the private sector, our trade associations, and others.  The collaborative efforts of all of 

these groups in the drafting of regulations implementing the USA PATRIOT Act, 

particularly for sections 314(a) and 326, has resulted in regulations that are reasonable, 

effective, and balance the needs of the law enforcement community with the obligations 

and realities facing the private sector. 

 

From the perspective of an individual financial institution – indeed, the group within that 

institution that is responsible for operationalizing many of the obligations imposed by the 

Bank Secrecy Act and USA PATRIOT Act - the simple fact remains that in order to 

effectively meet these duties and obligations we will continue to depend on cooperation 

and assistance from our partners and colleagues in the public sector, including the 

regulatory agencies.   

 

Operationalizing the provisions of the Bank Secrecy Act and USA PATRIOT Act has 

been and continues to be a complex endeavor.  From the policies, procedures, and 

practices for know your customer or enhanced due diligence; to the systems and tools to 

monitor transactions and conduct surveillance of high-risk customers or classes of 

customers; to the ability to analyze, investigate, and report suspicious activity; and to 

trending, training and testing for and of those programs, the tasks of individual financial 

                                                 
13  The user will find that not all portions of web sites are included: those portions that are memory 
intensive, such as flash media or other animations, are generally not captured in the Archive. 
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institutions are daunting.  As daunting is the task of the regulatory community to set 

standards for and examine those programs.  Continued cooperation and dialogue between 

the regulatory community and the institutions it regulates is critical to understanding and 

controlling the unique risks posed by money laundering and terrorist financing. 

 

Thank you for this opportunity to testify on this very important topic.  Bank of America 

remains committed to meeting its obligations of detecting, preventing, reporting, and 

mitigating the effects of money laundering and terrorist financing, and recognizes and 

applauds the efforts of its private sector colleagues and public sector partners in these 

efforts.  
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Exhibit “A” 

Data Visualization of a Money Laundering Investigation and a Terrorist Financing 

Investigation 

A typical
Òpre-9/11Ó

money
laundering

investigation

 
 

A typical
Òpost-9/11Ó

terrorist
financing

investigation
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Exhibit “B” 

Data and Information Building Blocks 
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Exhibit “C” 

The Use of The “Filter” Function in Microsoft Excel™ as an AML and TFP Tool 

 

This is a typical Database - 10,000 transactions by ~125 customersThis is a typical Database - 10,000 transactions by ~125 customers ..
The information in this Database is not real and the names are fictitious.The information in this Database is not real and the names are fictitious.

The first rule is to have clean data organized inThe first rule is to have clean data organized in
rows and columns, without gaps or spaces and withrows and columns, without gaps or spaces and with

limited, definedlimited, defined
information in each cell.information in each cell.

 
Figure 1 – A “typical” transactional database showing 10,000 transactions.  In this example, we created a 

database of fictitious wire transfers, showing the date, whether the wire was incoming or outgoing, the 

customer name, the “contra party” name (the originator of an outgoing wire or the beneficiary of an 

incoming wire), and the contra party’s bank.  This table shows 10,000 transactions conducted by 

approximately 125 fictitious customers to approximately 100 fictitious contra parties. 
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Exhibit “C” (continued …) 

 

Using the Using the ÒÒFilterFilterÓÓ Function to find entities ... Function to find entities ...

 

Figure 2 – To turn on the “Filter” function, find and click on the “Data” menu to reveal a drop-down list of 

commands.  Scroll down that list with your cursor to the “Filter” command.  Sub-commands will appear on 

the right: slide the cursor over to “apply” and click.  The drop-down menu will disappear, and small arrows 

or indicators will appear in the bottom-right hand corner of the column headings. 
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Exhibit “C” (continued …) 
 

Pull down on a columnPull down on a columnÕÕss
arrow to give youarrow to give you

an alphabetical list ofan alphabetical list of
all records in that columnall records in that column

 

 

Figure 3 –  Small drop-down arrows appear on the column headings.  Clicking on any of those arrows 

allows you to pull down on that column, giving you a numerical or alphabetical list of all records in that 

column.  In this case, we have pulled down the “customer” column, revealing a list of all customers that 

conducted wire transfers, arranged alphabetically.  We could do the same for the Date column, Amount 

column, or any other column in the database.  
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Exhibit “C” (continued …) 

Custom Filters Custom Filters ÉÉ  if you if you
want to search forwant to search for

every record in thatevery record in that
column that contains a column that contains a 

certain phrase, or beginscertain phrase, or begins
with a certain stringwith a certain string
of letters, or does notof letters, or does not

contain a string ofcontain a string of
letters ...letters ...

 
Figure 4 – At the top of the drop-down alpha/numeric list are three other choices: show All, show the Top 

10, or “Custom”.  The Custom feature is incredibly useful, allowing you to search every record in the 

column for a certain phrase or combination of phrases, a certain string of letters, a particular date range, or 

any other factor.  It also allows you to exclude a phrase, number or date. 
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Exhibit “C” (continued …) 

Custom Filters Custom Filters ÉÉ  find every find every
record that containsrecord that contains
the term the term ÒÒimportimportÓÓ ... ...

 
Figure 5 – In this case, we have filtered our “customer” column so that we are going to see only those 

customers whose name contains the term import.  Here, you have two choices: you can include those 

customers whose name contains “import” AND the term “export”, or you could include those customers 

whose name contains the term “import” BUT NOT the term “export.”  The possibilities are endless. 
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Exhibit “D” 

The Use of The “Pivot Table” Function in Microsoft Excel™ as an AML/TFP Tool 

Pivot Tables - The PRIMARY reason to use Excel!!!Pivot Tables - The PRIMARY reason to use Excel!!!

 
Figure 6 – Like the “Filter” function, the “Pivot Table” function appears in the “Data” drop-down list 

located at the top of the control panel in Excel™.  Clicking on the “Pivot Table” command opens up a 

“Wizard” that guides you through the steps needed to build the Pivot Table. 
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Exhibit “D” (continued …) 

This part takes practice ...This part takes practice ...

 
Figure 7 – The “Wizard” walks you through the steps needed to build the Pivot Table.  This takes some 

practice, as you need to learn the best ways to build your table, dragging column headings represented by 

the buttons on the right of the drop down menu into the table located on the left. 
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Exhibit “D” (continued …) 

And here it is And here it is ÉÉ  your customers down the left hand column, your customers down the left hand column,
their contra parties across the top, and the total between them.their contra parties across the top, and the total between them.
Here, we can see that our customer BSA Avoidance Co. hadHere, we can see that our customer BSA Avoidance Co. had

over $1.5 million in wires with contra party 8-Ball Importers over $1.5 million in wires with contra party 8-Ball Importers LtdaLtda..
Next step Next step ÉÉ

Does this makes sense for your customer BSA Avoidance Co?Does this makes sense for your customer BSA Avoidance Co?

 
Figure 8 – In this case, we built a Pivot Table from our wire transfer database showing all customers down 

the “Y” or left hand column, all contra parties across the top (originators of incoming wires or beneficiaries 

of outgoing wires), and the sum of the wires between any customer and any contra party (in this case, rather 

than the sum of the wires, you could choose the average wire, largest wire, number of wires, or even the 

standard deviation between the wire amounts). 
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Exhibit “E” 

The Invisible Web – www.searchsystems.net

www.searchsystems.net

 

Figure 9 – www.searchsystems.net gives the user free access to thousands of publicly available databases.  

In the United States, the majority of these are state-by-state. 
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Exhibit “F” 

The Internet Archive’s Site at www.archive.org and the “WayBack Machine” 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10 
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Exhibit “F” (continued …) 
 

Figure 11 – The site www.azzam.com is no longer available on the Web. 
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Exhibit “F” (continued …) 

 

Figure 12 – Entering the URL www.azzam.com into the WayBack Machine lists 91 web pages that Azzam 

has had back to October 22, 1999.  Clicking on one of them will pull back the archived version of that site.  

Entering the URL followed by “gibberish” will return all pages and documents attached to those 91 web 

pages.  In the case of Azzam, there are almost 2,100 such pages. 
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Exhibit “F” (continued …) 

 

Figure 13 – This is a screenshot of the URL for www.azzam.com from the WayBack Machine’s archive 

dated September 16, 2001.  Notice the “New!” section titled “Urgent Appeal to Defend Afghanistan”. 
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