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Thank you, Madam Chairman and members of the Subcommittee for the opportunity to
testify today on the private sector's views of the current anti-money laundering efforts
and the oversight of those efforts.

My name is Jim Richards. | am a Senior Vice-President and the Global Anti-Money
Laundering Operations Executive, Compliance Risk Management, for Bank of America.
Prior to the merger of Bank of America and FleetBoston Financial, | was the Director of
Fleet’s Financial Intelligence Unit, or FIU. In both roles, | have or had responsibility for
the bank’s operational aspects of preventing, detecting, and reporting potential money

laundering or terrorist financing.

I have been asked to testify today about whether and how the current regulatory regime
under the Bank Secrecy Act and USA PATRIOT Act can be fine-tuned to better achieve
institutional integrity and national security goals, and what recommendations | may have

to make compliance with those laws more effective.

Let me first emphasize that my comments here today reflect the views and experiences of
Bank of America and the anti-money laundering group that | have had the pleasure of
being a part of over the last five years at the former FleetBoston Financial. For the most

part, these views coincide with those of our private sector and public sector partners.

Also, in addressing these issues, the view, or perspective, | bring to this Subcommittee is
that of someone who sees the Bank Secrecy Act and USA PATRIOT Act, regulations,
and regulatory guidance first hand and in operation. My experience and perspective is
that of someone operating a unit within a financial institution that is responsible for
investigating and reporting suspicious activity to the Government, and how the changes
since the tragic events of September 11" and the passage of the USA PATRIOT Act have
impacted that function. In order to illustrate some of the hands-on functions, | will

briefly describe some of the technology, tools, and techniques we have used in those
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efforts. | thank you for the opportunity to share these views and this testimony with the

Committee.

From a purely operational point of view, or from the perspective of implementing the
BSA and USA PATRIOT Act, money laundering is not terrorist financing and terrorist
financing is not money laundering: they are two very different problems that need to be
addressed very differently. That said, from our financial institution’s perspective, the
issues of money laundering and terrorist financing both require that financial institutions
creatively review and match internal and external data and information relating to

transactions and relationships.

Finally, detecting terrorist financing or terrorist financing-related transactions is virtually
impossible. We rely almost exclusively on the Government to provide us with
information we then use to attempt to identify potential terrorist financing activity or

individuals or entities involved in terrorist financing.

I. From a Financial Institution’s Perspective, There Are Fundamental Differences

Between Money Laundering and Terrorism Financing

Although there are hundreds of different types of crimes, for the purposes of money
laundering prevention in the financial services industry, there are only two types of
crimes: crimes for profit, such as narcotics trafficking or securities fraud; and crimes of

purpose, such as terrorism.

These two classifications of crimes are very different, and pose incredible differences in
how they are detected and, hopefully prevented, in the financial services sector.
Understanding these differences is the key to building an effective anti-money laundering
(AML) and terrorist financing prevention (TFP), detection, mitigation, and remediation
program that addresses all of the relevant compliance risks, regulatory risks, reputational

risks, and legal risks.
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Traditional crimes for profit have been the focus of our money laundering laws since the
passage of the Bank Secrecy Act in 1970. The “profit” aspect of these crimes allowed
legislators, regulators, law enforcement, and the private sectors to focus on transactions —
high volume, large dollar, high velocity transactions detected internally, then reported to
the Government either through a Currency Transaction Report, or CTR (for cash
transactions greater than $10,000) or a Suspicious Activity Report, or SAR (for all

transactions greater than $5,000 that fit the definition of “suspicious”).

Beginning with the recordkeeping and cash reporting requirements of the Bank Secrecy
Act in 1970, moving to the money laundering crimes of the Money Laundering Control
Act of 1986, and to the suspicious transaction reporting requirements of the Money
Laundering Suppression Act of 1992, the focus of financial institutions was inward or
internal - on the transactions being conducted to, from, or through the institution.
Monitoring systems were built for cash transactions and wires; surveillance tools were
developed to allow institutions to look at what defined classes or groups of customers
were doing; and many banks began to develop ad hoc or specialized databases and
processes to allow for more proactive analysis, investigation, and reporting of suspicious

activity.

Since the tragic events of September 11", we have learned that terrorist financing is very
different than traditional money laundering. September 11" and the passage of the USA
PATRIOT Act (the “Patriot Act”) forty-five days later changed the focus from internally-
sourced cases originating from reviews of high-velocity, high-dollar transactions to
externally-sourced cases originating from requests from law enforcement through the

provisions of OFAC, section 314(a) of the Patriot Act, or grand jury subpoenas. The

! | draw a distinction between the schemes used to fund a particular terrorist cell or terrorist operation, such
as the funding of the various September 11" hijacker cells, from the greater financing of terrorist
organizations, such as the use of narcotics trafficking and kidnapping to finance Colombia's FARC and
ELN, or the abuse or misuse of charitable organizations. There is a distinction between the methods used
to fund a particular cell or operation and those used to support the long-term financing of an organization.
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Patriot Act also added, for the first time, a requirement that all financial institutions have
a program to verify the identity of their new customers.?

So now financial institutions have two very different issues before them: how to identify
and report suspicious activity sourced from internal monitoring and surveillance of
transactions; and how to identify and report the existence of customer relationships
sourced from external requests for information. Put another way, money laundering
prevention is a transaction-focused, internally-sourced issue, where transactions lead to
relational links; terrorist financing prevention is a relationship-focused, externally-

sourced issue where relational links lead to transactions.

Exhibit A shows two “screen shots” — one of a typical pre-9/11 money laundering
investigation, showing entities linked by clustered transactions; and one of a typical post-
9/11 terrorist financing investigation, showing the often random and cluttered relational
links between entities, addresses, corporate or business relationships, and other

commonalities.

Three scenarios are also illustrative of the differences between internally-sourced
transactional money laundering investigations and externally-sourced relational terrorist

financing reviews:

Scenario 1 - A branch manager notices that a customer has come in twice
a day every Friday for three weeks, depositing between $6,000 and $8,000
in small denomination bills each time. These “structured” transactions

make no sense for this particular customer.

Scenario 2 - A transaction monitoring system looks at all customers that

2 Section 326 of the Patriot Act requires all financial institutions to have reasonable, risk-based procedures
for verifying the identity of any person seeking to open an account, to the extent reasonable and practicable.
Obtaining basic identifying information on customers, being ably to verify that information, and being able
to compare this information with the customer’s actual activity is the heart and soul of any effective anti-
money laundering program.
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open accounts without a Taxpayer Identification Number, with opening
deposits of less than $1,000, with structured cash deposits and ATM
withdrawals in high-risk countries. These customers may be involved in

traditional money laundering.

Scenario 3 - A customer opens up a checking account and obtains an
ATM/debit card. He has a random but normal number of small cash and
check deposits, and has a number of small ATM cash withdrawals. He
purchases one money order for less than $1,000, which is eventually

cashed in a known high-risk terrorism country.

The first two scenarios may be examples of money laundering. At the very least, they are
easily detected by rudimentary “money laundering” transaction-focused monitoring and
surveillance tools and techniques. The third scenario is absolutely benign and virtually
impossible to detect as either money laundering (which it isn’t) or terrorist financing ...
unless the government provides the institution with the name of the customer through the
section 314(a) process. With the name and perhaps address and any other identifying
information, financial institutions can then begin to form relational connections (common
telephone numbers, common addresses, linked accounts, etc.): with those relationships
come transactions with other customers or other entities. Ultimately, when put together,

a potential pattern of possible terrorist financing may emerge.

In a traditional money laundering case, banks identify potentially unusual transactions
through electronic or human means, then conduct a review of those transactions in
attempt to answer the question “do these transactions have a business or apparent lawful
purpose or are they the sort in which the particular customer would normally be expected
to engage, and is there a reasonable explanation for these transactions after examining the
available facts, including the background and possible purpose of them?” If the answer

to this (complicated and lengthy) question is “no”, then the bank has an obligation to file

® Paraphrasing the language found in the SAR regulation at 31 CFR 103.18(a).
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a Suspicious Activity Report (SAR). The financial services industry has spent the last
thirty years developing programs, systems, databases, and training for this money
laundering problem. The regulatory community has well-established examination
guidelines that give the industry a road map on how to meet its obligations.
Organizations such as the American Bankers Association offer guidance and assist the
industry in developing “best practices”. But what about the new obligations imposed by
the Patriot Act? These new obligations have forced us to take a new look at relationships
and transactions, internal and external data and information, and how we put these

together.

Il. The Data and Information Available to Financial Institutions

Just over five years ago | was asked to build a comprehensive anti-money laundering
group and function at BankBoston.* At the time, BankBoston had a BSA compliance
program, including the required recordkeeping and reporting functions. What we built
was a group that complemented those existing resources, but was focused on proactive
prevention, detection, and mitigation of all risks relating to money laundering:
compliance, regulatory, reputational, operational, and legal risks. We began, literally,
with 2 people and 2 laptops: by the end of 2003 we were 24 people running an in-house-
built Money Laundering Deterrence database that cost something less than $250,000 for
the computer hardware, and we were running what we then called our Financial
Intelligence Unit, or FIU, for one of the ten largest banks in the country. Currently, as
part of the new Bank of America, we are in the process of taking the best practices from
both organizations and integrating them into a new, combined group within Compliance
Risk Management reporting to the Bank’s Chief Compliance Executive, Charles
Bowman. Working very closely with me and also reporting to Mr. Bowman is Daniel D.
Soto, one of the most respected professionals in this field. Where my focus is on AML
operations, Dan is responsible for AML and OFAC policies and procedures as the Global

AML and OFAC Program Executive. It is an excellent partnership.

* In October, 1999 BankBoston and Fleet Bank merged to form FleetBoston Financial. In April, 2004
FleetBoston Financial was purchased by Bank of America.
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Whether preventing, detecting, or investigating the movement of funds generated by or
used for traditional crimes or terrorism, a financial institution must focus on answering a

central question:

Do we know, suspect, or have reason to suspect that a transaction or
series of transactions “has no business or apparent lawful purpose or is
not the sort in which the particular customer would normally be
expected to engage, and [we] know[] of no reasonable explanation
after examining the available facts, including the background and
possible purpose of the transaction”? Quoting 31 CFR 103.18(a)

Breaking down this requirement gives us the factors we need to consider and data or
information we need to access. Essentially, we have Customers, with Products, doing
Transactions, through Delivery Channels, at Locations, in Certain Amounts. These
factors, when broken down into their most basic components and matched with what you
know — both from internal “know your customer” or “enhanced due diligence” as well as
external, publicly-available information — are the cornerstones of any effective program.
Exhibit “B” shows these factors, with some detail, and they are explained in some detail

below.

e Customers — prior to the passage of the Patriot Act, most banks had developed
“Know Your Customer” programs. Section 326 of the Patriot Act and
accompanying regulations have imposed a risk-based regime for verifying the
identity of new customers and for existing customers opening up new accounts in
certain circumstances. But for the purposes of building an effective AML (anti-
money laundering) system, it can be argued that there are really only a few
different types of customers: existing customers vs. new customers; customers
with an identified relationship manager vs. customers without; and U.S.
customers (or persons) vs. non-U.S. customers (or persons).” Also, whether a

® The difference between U.S. persons and non-U.S. persons is codified at 31 CFR 103.121(a)(3). The
tools and information available to verify the identity of a U.S. Person are better than the tools and
information available to identify non-U.S. persons seeking to open an account.
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customer is a primary account signer, or the principal of a corporation, trust, or

other legal entity may determine what information is available.

e Products — the principle transactional products in most banks are checking
accounts (demand deposit accounts, or DDAS) and savings accounts.

e Transactions — all transactions that can be conducted at or through a financial
institution are relevant for the purposes of detecting and/or preventing money
laundering and terrorist financing. All transactions fall into one of three buckets -
cash, electronic, or paper — and are either credits (incoming) or debits (outgoing).
All transactions in whatever form and moving in whichever direction are
eventually captured electronically in one or multiple bank systems. The key is to
be able to find those electronic records and access them. Given the volumes of
transactions in many large institutions, this can be a daunting if not close to
impossible task. However, certain transactions are more likely to be used than
others. These would include large cash and structured cash transactions, wire
transfers, and large checks. Other potentially high-risk transactions include the
purchase or redemption of bank checks or travelers checks and ACH transactions.

e Delivery Channels — Transactions are conducted at or through various delivery
channels. Traditionally, the branch was the channel through which most retail
transactions flowed. With the advent of electronic banking, many customers
never transact at a branch, so the human contact is often minimal.® Transactions
conducted through ATMs will have varying amounts of information, depending
on whether they are solely cash transactions, or “mixed” cash and checks;
whether they are in-branch ATMs, ATMs owned and serviced by the bank, or

® For many banks, their branches are still a principal source of potentially unusual or suspicious
transactions. This first-level of defense — a person seeing something unusual and reporting it to a central
AML group for further analysis and review — is a critical component of an effective AML monitoring and
surveillance program.
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ATMs serviced by third-party vendors. Other delivery channels include point-of-
sale debit and credit locations, and, most recently, the Internet.’

e Locations — the key data or information characteristics of locations are whether
the location is inside or outside the United States and whether the location of the

transaction is different than the domicile of the customer.

e Amounts — the amounts of the different types of possible transactions is also a
critical piece of data or information. Three different scenarios are possible: the
transaction or series of transactions are under the recordkeeping thresholds (such
as the $3,000 threshold for wire transfers or monetary instruments); whether the
transaction or series of transactions are under the reporting thresholds (such as the
$10,000 threshold for cash transactions); and whether the transaction or series of
transactions are anomalous for the type of customer, product, account, transaction

type, delivery channel, or location.

e External Factors — perhaps the most important information available is not
internal customer or transaction information, but publicly-available, external
information that is available to be used to determine, confirm, or suggest that the
transaction or transactions in question make sense. Examples of the sources and

uses of this external data are discussed below.

Once a financial institution has identified all of these sources or types of data and
information, and found a way to access that data, they must be brought into a centralized
data management tool so that the people or group responsible for the AML program can
monitor transactions, conduct surveillance of high-risk customers, and perform ad hoc
queries. Coupled with a robust case management system and an ability to capture
potential new cases identified by bank associates in the branches and elsewhere, this

group can then perform the analysis, investigations, reporting, trending, and remediation,

" Delivery channels are also critical at the account opening stage of the relationship: the mechanics of
opening an account and obtaining and verifying any identification documents will vary depending on the
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and help support the front-end and continuing enhanced due diligence needed to protect
the institution from the myriad of risks posed by money laundering and terrorist

financing.

I11. Using Existing Desktop Technology to Prevent and Detect Potential Money

Laundering or Terrorist Financing Activity

Since the tragic events of September 11", dozens if not hundreds of companies have
come forward with new money laundering or terrorist financing “solutions.” Some of
those tools® are excellent; others have little or no value. However, the financial services
industry, like most people, tends to embrace new technology or tools without fully
understanding the new technology and without having fully used or implemented the old
or existing technology. Indeed, two of the finest anti-money laundering and terrorist
financing prevention tools that are available today are already on most banks’ shelves and
on most bankers’ desktops, and are customizable to any institution, of any size. If used
creatively and well, these tools can form the cornerstones of most institutions” AML
programs. These two common tools — basic database software such as Microsoft

Excel™ and the Internet — can be the most effective tools available.
1. Basic Database Tools & Techniques — Really Using Microsoft Excel ™

The Financial Intelligence Unit at the former FleetBoston Financial conceived, built, and
operated a Money Laundering Deterrence (MLD) Database that monitored and could
query transactions running through roughly 20 million accounts. Both the hardware and
software were “off the shelf”, and the only “customized” aspects were the reports,
queries, and macros that were written by the FIU staff themselves. We looked at vendor

“solutions”, but kept going back to our own system as we found it was more effective,

account opening channel — whether in person, over the telephone, or through the Internet.

& The terms “AML Solution” or “Due Diligence Solution” or “Patriot Act Solution” are invariably used by
vendors. The term “solution” in the context of anti-money laundering and terrorist financing prevention is
not only misplaced, but misleading: there are tools that, used creatively and well, allow financial
institutions to better detect, investigate, and report activity and transactions that could be indicative of
potential money laundering or terrorist financing. Unfortunately, there are no solutions.
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flexible and user-friendly than anything else we saw. But one of the key aspects in
developing and running our in-house system was the ability to utilize the tools and
attributes inherent in the software. The best example of this is our use of two of the most
useful, but least known, features of the most commonly used desktop database software,
Microsoft Excel™. These two features, used separately or together, turn this basic

program into the most effective AML and TFP tool available today:

(a) Filters

As seen in the five figures of Exhibit C, the “filter” function in Excel™ allows the user to
drill down into a category or attribute of data. In the example shown, a database of
10,000 wire transfers is “filtered” so that the user only sees those transactions where the
customer name contains the terms “import” and/or “export.” Other “filters” could
include a specified date range, a dollar threshold or exact dollar amount, or transactions
within a specified date range between certain dollar collars (say, between $8,000 and
$10,000) conducted only by customers with an address in Boston, Massachusetts where
the beneficiary of an outgoing wire or originator of an incoming wire has an account with

a US financial institution with an ABA routing number beginning with “1149.”°

The filter function is particularly effective for parsing the data or information contained
in or needed for Suspicious Activity Reports, such as customer and suspect attributes,
branch of account and activity, type of activity, description of activity, and whether any
law enforcement agency was contacted. With this data and information contained in a

simple spreadsheet, the bank could perform sophisticated reporting, trending, and

° Identifying banks through their ABA routing numbers or, in the case of international banks, by their
SWIFT bank identification codes, is often more effective than identifying them by name. ABA routing
numbers are 9 digits: the first two digits represent their Federal Reserve District; the third and fourth digits
represent the city or region within that District; the fifth through eighth digits represent the specific bank;
and the ninth digit is an algorithmic key to prove the legitimacy of the number. In the illustration given,
ABA routing numbers beginning with “1149” are banks in the 11" Federal Reserve District (Texas)
generally along the Rio Grande River from El Paso to Brownsville. SWIFT bank identification codes have
an eight-figure (alpha-numeric) root where the first four digits represent the bank, the fifth and sixth the
two-digit country code, and the seventh and eighth the city or region within the country. CITIUS33, for
example, would be Citibank in the United States, in New York.
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“lessons learned” in order to focus training and reduce the incidence of laundering in the
future. Using the filter function, the BSA Officer could look at SARs filed by state where
the activity was described as structuring and the description of the activity included the
term “money service business” or “wire transfer”. Using simple graphing and mapping
features found in Excel™ and companion programs such as MapPoint™, the BSA

Officer could easily focus his efforts on particular branches.™

(b) Pivot Tables

Most average users of Excel™ have at least a passing understanding of the Filter
function. Very few even know that the “Pivot Table” function exists. The Pivot Table
function allows the user to summarize data and the relationships between the different
types of data elements within a spreadsheet very quickly. It automates what most people

now do manually.

For example, in the 10,000-wire table described above, a typical investigation may want
to focus on one customer or contra party. More importantly for money laundering,
however, is the need to identify patterns, trends, or anomalies within large amounts of
data such as this. The ability to manipulate this data is critical.

The three Figures shown in Exhibit “D” give a very simple example of how to construct a
Pivot Table. In this case, we are building a table that summarizes all of the transactions
between our 125 customers and the various contra parties, by the total amount of the
wires between any one customer and any one contra party. We could also look at the

total number of transactions between them, the average dollar amount, the range of wires,

1 This is an example of the concept that, from the perspective of a bank’s risk officer, money laundering
or terrorist financing is not a problem, but a symptom of an underlying operational or control problem.
When looked at from this perspective, the risk officer is able to look at the filing of a SAR or the activity
represented in the SAR as a symptom of an underlying problem with account opening procedures,
document collection and verification procedures, branch AML training, or the monitoring or surveillance
functions. Looking at money laundering or terrorist financing as a symptom rather than a problem can be
an effective way to focus on and eliminate or mitigate the underlying causes.
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or virtually any other characteristic of the transactional relationship between the two
types of entities. A similar exercise could be done if the database included relational
data, such as customers and addresses by city, state, or country. Adding some “high risk”
transactions, such as “structured” cash transactions or foreign ATM transactions, would
allow the user to construct a Pivot Table showing all customers, arranged by state, and

the number or dollar amount of their high risk transactions.

2. The Internet — Perhaps The Finest EDD/AML/TFP Tool Available Today

Who are your customers? Who are they transacting with? Is your customer really
affiliated with that company in Texas? Is your customer’s business really located at that
address? Does the telephone number Area Code match the address Zip Code? Is the
transaction the sort in which the particular customer would normally be expected to

engage?

The answer to these questions often can be found through publicly available, free,
searchable databases, search engines and web directories contained on the Web and
accessed through the Internet. Although many financial institutions pay vendors for “due
diligence” or other services, and many of these data aggregator vendors offer outstanding
value and service, many institutions should also take advantage of what is available on
the or through the Internet. Over the last five years, the associates in the (former
Financial Intelligence Unit of FleetBoston Financial and now) Global AML Operations
unit of Bank of America have developed some creative and useful tools and techniques
for accessing, exploring, utilizing, and harvesting information from the Internet. In the
course of developing and sharing these tools and techniques, it has become apparent that
although almost everyone uses these tools, they don’t generally use them well,
thoroughly, or creatively. Indeed, the biggest barrier to finding and using the vast
amount of information available on or through the Internet is the lack of courage or
initiative to “click something new every day.” Most of the tools and techniques
described herein were found by exploring the Web, or by clicking something new or
different.
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(a) The Surface Web

The search engines and web directories that 99% of people use can be found on what is
known as the “surface web.” These include such staples as Google™, AllTheWeb™,
DogPile™, and Kartoo™. Very simply, surface web search engines have software
programs that scour the Web, locating web pages and web page links and pulling those
pages back to the search engine’s database where they are stored and made accessible by
keyword searches. Through Google™, for example a user can access over 3.5 billion
web pages, hundreds of thousands of images, millions of old Newsgroup messages, and a
30-day archive of news stories from over 4,500 worldwide sources. A user can also
translate a phrase or even translate an entire web site; or search for a key phrase in
country-specific sites. Other surface web sites such as VisualRoute™ or BetterWhols™
allow the user to track down the physical location of a website’s server or obtain the
name of the person or entity that owns the domain name. Other specialized sites, such as

www.findinformation,homestead.com put hundreds of free, publicly available databases

and search tools into one site or location for ease of use.

(b) The Invisible Web

Surface web search engines give their users links to, perhaps, 5 to 10 billion documents
that have been posted on the Web. But there are billions of documents and databases
that, by their nature or because of the economics or other quirks of search engine
technologies, either cannot be located or accessed through those search engines or are not
located or accessed. These documents or databases that cannot or are not accessed
through the surface web, can be accessed through what is known as the Deep Web or
Invisible Web, and number in the hundreds of billions.* Public databases, such as state
corporate records, may be found by a regular search engine query, but generally can be

accessed only through the invisible Web.

1 One of the best explanations of the invisible web is “The Invisible Web: Uncovering Information
Sources Search Engines Can’t See,” Chris Sherman and Gary Price, Cyber Age Books, Medford, NJ 2003.
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One of the best Invisible Web sites, and one of the best enhanced due diligence, anti-
money laundering, or terrorist financing prevention tools available today is the databases

found at www.searchsystems.net. SearchSystems™ has assembled approximately 19,000

free searchable public records databases from around the world. Focused primarily on
Canada and the United States, this site gives the user a remarkable access to public
records. Exhibit “E” is a screen shot of the Search Systems™ home page.

An example of a typical terrorist financing review may be that conducted by many banks
on an entity known as Benevolence International Foundation, or BIF. BIF had its assets
frozen by the US Government in December, 2001 under allegations that it had ties to or
was involved in providing material support to a Foreign Terrorist Organization. In late
January 2002 BIF filed suit against the US Government, denying ties to terrorism. An
affidavit filed in support of that action was signed by a BIF principal, Enaam Arnout. Mr.
Arnout eventually admitted in a plea agreement of moving money to Muslim fighters in
Bosnia and Chechnya, and in February 2003 he pleaded guilty to one count of

conspiracy.

When faced with these facts, many financial institutions reviewed their customer and
transactional systems to determine if they had BIF as a customer. Who or what was BIF,
and who was affiliated with BIF? One of the first places to go to answer those questions

could be SearchSystems™ or another invisible web site such as www.guidestar.org, a
database of millions of US-registered charitable organizations. GuideStar would have

given you access to the following:
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(c) The Historical Web

Where the Surface Web and Invisible Web allow you to search for and obtain documents
or gain access to databases that are currently available on the Web, the so-called
“Historical Web” gives you access to much of what was once on the Web but is no longer
there. A remarkable site is that of the Internet Archive, available at www.archive.org

(see Exhibit “F”). This site, and its “Wayback Machine”, gives access to much of what
was on the Web, back to 1996. Very simply, the Internet Archive has taken electronic
“snapshots” of virtually everything on the Web at various points of time, back to 1996,

and stored it on their servers. Most important, these documents are available to everyone.

An interesting example of the investigative utility of the Internet Archive is the website

www.azzam.com, “widely considered to be the premier English-language mouthpiece of

Al-Qaida.”*? If one were to try to pull up this site today, it would be gone or unavailable,

12 Testimony of Steven Emerson, Executive Director, The Investigative Project, before the House
Committee on Financial Services, Subcommittee on Oversight and Investigations, “Terrorism Financing &

U.S. Financial Institutions,” March 11, 2003. Hearings on “Progress Since 9/11: The Effectiveness of U.S.
Anti-Terrorist Financing Efforts”
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having been “pulled” some time after September 11™. However, by simply typing in the
URL, or web address, into the WayBack Maching, the investigator can gain access to
virtually every rendition of the Azzam site, back to 1999, including almost every

document posted on the site (almost 2,100 pages or documents).*®

V. Conclusion

The success of our anti-money laundering and terrorist financing prevention efforts is
entirely dependent on cooperation between and coordination by all of the parties
involved: the law enforcement and intelligence communities, the regulatory community,
the private sector, our trade associations, and others. The collaborative efforts of all of
these groups in the drafting of regulations implementing the USA PATRIOT Act,
particularly for sections 314(a) and 326, has resulted in regulations that are reasonable,
effective, and balance the needs of the law enforcement community with the obligations

and realities facing the private sector.

From the perspective of an individual financial institution — indeed, the group within that
institution that is responsible for operationalizing many of the obligations imposed by the
Bank Secrecy Act and USA PATRIOT Act - the simple fact remains that in order to
effectively meet these duties and obligations we will continue to depend on cooperation
and assistance from our partners and colleagues in the public sector, including the

regulatory agencies.

Operationalizing the provisions of the Bank Secrecy Act and USA PATRIOT Act has
been and continues to be a complex endeavor. From the policies, procedures, and
practices for know your customer or enhanced due diligence; to the systems and tools to
monitor transactions and conduct surveillance of high-risk customers or classes of
customers; to the ability to analyze, investigate, and report suspicious activity; and to

trending, training and testing for and of those programs, the tasks of individual financial

3 The user will find that not all portions of web sites are included: those portions that are memory
intensive, such as flash media or other animations, are generally not captured in the Archive.
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institutions are daunting. As daunting is the task of the regulatory community to set
standards for and examine those programs. Continued cooperation and dialogue between
the regulatory community and the institutions it regulates is critical to understanding and

controlling the unique risks posed by money laundering and terrorist financing.

Thank you for this opportunity to testify on this very important topic. Bank of America
remains committed to meeting its obligations of detecting, preventing, reporting, and
mitigating the effects of money laundering and terrorist financing, and recognizes and
applauds the efforts of its private sector colleagues and public sector partners in these
efforts.
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Exhibit “A”

Data Visualization of a Money Laundering Investigation and a Terrorist Financing

Investigation

A typical
Qore-9/110
money
laundering
investigation

A typical
Qpost-9/110
terrorist

financing
investigation
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Exhibit “B”
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Exhibit “C”
The Use of The “Filter” Function in Microsoft Excel™ as an AML and TFP Tool

X Microsoft Excel - Raw Data 10,000 Transactions = ]
1,3 ——— i i PlX]
o] This is a typical Database - 10,000 transactions by ~125 customers
| s The information in this Database is not real and the names are fictitious.
[=pauiuinpy _I —I T TarEOoT
[ A [ B [ ¢ | b | E | F | G | H ]
1 | Cournt | Drate: | Credits | Dehits | Tatal Amount | Customer | Contra Party | Contra Bank -
9975 1 031 552001 $18741.858 | $18741.858 KGB De-Bugging Co “ector Financial Advisors JSC Latvia Paritatian Banka o
9975 1 034552001 $34,84500 | §34,545.00 Koksine & Coffes Import Company S& Cali Coffee Cartel Co. Banco de Lavado Dinero
9977 1 03M 52001 | $102,100.00 $102,100.00  Kokaine & Coffes Import Company S48 Colon Canal Tax Advisors, LLC JSC Latvia Paritatian Banka
9978 1 034552001 $7221500 | §72,215.00 |LCM Enterprises, Inc. Fuel Tax Advizors of Mew Jersey, Inc. Mevy Jerzey Federal Savings & Loan
9979 1 031 552001 $360,161.00 | $360,161.00 Liars Poker Chip Mfg Co Black Jack Conzulting Co. JSC Latvia Paritatian Banka
9930 1 03M 52001 | $57 900.00 $57 900.00 |Liars Poker Chip Mfg Co Skimm M. Hyde Investment Cao. JEC Latvia Paritatian Banka
9931 1 034552001 $97 26300 | §97 263.00 Long lsland Fuel Distributors Inc. Fuel Tax Advizors of Mew Jersey, Inc. Mevy Jerzey Federal Savings & Loan
9952 1 03M 52001 | $96,700.00 $96,700.00  |Medelin Cartel Co Brick Ell Associates Bogota Bank of Commerce
9933 1 034552001 $97 02250 | §97.022.50 (Michael Investments, Inc. honey Laundering Publishing Co JEC Latvia Paritatian Banka
9954 1 034552001 $33,70063 | §83,700.63 Mogilevitch Famiy Trust Sheremeteva Air Cargo Consultants Mozcowe Banka JSC
9935 1 034552001 $52,43000 | $52,430.00 Money Bagas Printing Co. honey Laundering Publishing Co JEC Latvia Paritatian Banka
9956 1 03M 52001 | $65900.00 $65900.00 |Monsensical Distribution de W E=co Bar & Grill JEC Latvia Paritatian Banka
9937 1 034552001 §302 69050 | $302,690.50 |Cld Faithful Photo Gallery Yellowstone Bears, Inc. JEC Latvia Paritatian Banka
9935 1 031572001 | $114,100.00 $114,100.00  Picnic Basket Tours & Travel Yellowstone Bears, Inc. JEC Latvia Paritatian Banka
9939 1 03M 52001 | $65,300.00 $65,300.00 |Potzdam Conference Company Brick Ell Associates Bogota Bank of Commerce
9990 1 034552001 $65,196.88 | §65,196.853 |Q-Tip Cleaners, Co. Ltd “ector Financial Advisars JEC Latvia Paritatian Banka
9991 1 031572001 | $293300.00 $293,300.00 Richards Ltda L'escobar Restaurant JEC Latvia Paritatian Banka
9992 1 034552001 $27 64500 | §27 64500 Richards Lida ¥-Ray Technologies, Inc. JEC Latvia Paritatian Banka
9993 1 03M 52001 | $50,900.00 $50,900.00 | San Andresitos Shipping Co Escobar Transportacion SA JEC Latvia Paritatian Banka
9994 1 03M 52001 | $49 50000 $49500.00 |Schedule A Drug Company §-Ball Imparters Lida Bogota Bank of Commerce
9995 1 034552001 $77 12600 | 7712600 Target Gun Supplies Lid. Yellowstone Bears, Inc. JEC Latvia Paritatian Banka
9995 1 034552001 $57 036858 | $57,036.858 THC Chemical Co., Inc. Alkaloid Drug Company of Panama, Ltda. Bogota Bank of Commerce
9997 1 034552001 $35,703.00 | §35,703.00 Uniglobe Investments SA Mauru Investments, Inc. JEC Latvia Paritatian Banka
9995 1 034552001 $31.911.25 | $81.911.25 Uniglobe Investments SA Place & Layer Inteqration, LLC JEC Latvia Paritatian Banka
0gog | 1 03M52001 $365,560.00 - - - -
1000 1 oansmoon 45000 The first rule is to have clean data organized in
10001 1 031 542001 I $333,300.00 - .
_ Em rows and columns, without gaps or spaces and with
44 [» | M|Master Data Pivot - Customer & Contra - - -
[[ocom = Iy ¢ | msoshares = N\ % 01O limited, defined
Ready information in each cell. _|
il start |J o & |J [ Microsoft PowerPoink - [A TCFOSOIE ERCET = Raw [T TSP =l o0 AM

Figure 1 — A “typical” transactional database showing 10,000 transactions. In this example, we created a
database of fictitious wire transfers, showing the date, whether the wire was incoming or outgoing, the
customer name, the “contra party” name (the originator of an outgoing wire or the beneficiary of an
incoming wire), and the contra party’s bank. This table shows 10,000 transactions conducted by

approximately 125 fictitious customers to approximately 100 fictitious contra parties.
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Exhibit “C” (continued ...)

X Microsoft Excel - Raw Data 10,000 Transactions ==
ﬁﬁile Edit Yiew Insert Format Tools | Data ‘Window Help = =1
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o] 1+ s o |JSING the CFilter OFunction to find entities ... fsemorcommece
9990 1 034 572001 atvia Paritatian Banka
9991 1 O3M 52001 | $293 300 00 $293,300.00 Richards Ltda L'escobar Restaurant JSC Latvia Paritatian Banka
9992 1 034 572001 §27 64500 | $27 64500 |Richards Ltda *¥-Ray Technologies, Inc. JEC Latvia Paritatian Banka
9993 1 03M 52001 | $:50,900.00 $50,900.00 | San Andresitos Shipping Co Escobar Transportacion S4A JEC Latvia Paritatian Banka
9994 1 03M 52001 | $49,500.00 $49,500.00 | Schedule & Drug Company §-Ball Imparters Lida Bogota Bank of Commerce
9995 1 034 572001 FI7126.00 | 772600 |Target Gun Supplies Lid. Yellowstone Bears, Inc. JEC Latvia Paritatian Banka
9995 1 031 55200 $57,036.88 | $87 036858 |THC Chemical Co., Inc. Alkaloid Drug Company of Panama, Lida. Bogota Bank of Commerce
9997 1 034 572001 §$38,703.00 | $35703.00 |Uniglobe Investments SA& Mauru Investments, Inc. JEC Latvia Paritatian Banka
9995 1 034 572001 $81,911.25 | $31 91125 |Uniglobe Investments S48 Place & Layer Integration, LLC JSC Latvia Paritatian Banka
9999 1 034 572001 §385,560.00 | $385560.00 Universal Shipping Company Moscow Development Associates Cyprus Savings & Loan
10000 1 034 572001 $45480.00 | $4545000 |Wire Tap Advisors Inc. Montesinos Savings Bank JEC Latvia Paritatian Banka
10001 1 IDSH 552001 I $333,300.00 $333,300.00 YBI Travel Agency Yellowstone Bears, Inc. JEC Latvia Paritatian Banka
Cinlninial
14| 4[» [#[\Master Data { Pivat - Customer & Contra £ Sheet3 f Sheet4 [ Sheets £ sheete / | 4 | Llr

Ready

iastart”J ] & |J [E=Microsaft PowerPoint-[A...lIXMicrosoft Excel - Raw ...

1 I o o

|2 NsTF @ a1 am

Figure 2 — To turn on the “Filter” function, find and click on the “Data” menu to reveal a drop-down list of
commands. Scroll down that list with your cursor to the “Filter” command. Sub-commands will appear on
the right: slide the cursor over to “apply” and click. The drop-down menu will disappear, and small arrows
or indicators will appear in the bottom-right hand corner of the column headings.
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Exhibit “C” (continued ...)

icrosoft Excel - Raw Data 10,000 Transactions
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17 1 0140172000 | $1:57 300.00 $157,300.00 | Fly-by-Night Telecommunications Rio Grande Money Movers, Inc. JEC Latvia Paritatian Banka

18 1 01401 /2000 255,401 00 | $255401 .00 |Gennadiy Trucking & Haulage Mestar's Heroin Distribution Co JEC Latvia Paritatian Banka

19 1 0101 /2000 F21,043.00 | §21,045.00 Hebroni Gold Importers (Panama) S& ik M Easy Jewelry Importers 54 JSC Latvia Paritatian Banka

20 1 01401 /2000 $24435313 | $24,43313 KGB De-Bugging Co “ector Financial Advisors JEC Latvia Paritatian Banka

ok 1 01401 /2000 §35,653.00 | $35,653.00 HKokaine & Coffes Import Company SA Cali Coffee Cartel Co. Banco de Lavado Dinero

el 1 010172000 | $106,100.00 F$106,100.00 Koksine & Coftes Impaort Company S4 Colon Canal Tax Advisors, LLC JEC Latvia Paritatian Banka

3 1 014012000 | $55,300.00 $95,300.00 |LCN Enterprises, Inc. Fuel Tax Advizars of Mew Jersey, Inc. Mewy Jersey Federal Savings & Loan
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25 1 01401 /2000 F148,77300 | $145,773.00 |Liars Poker Chip Mfg Co Skimm M. Hyde Investment Co. JEC Latvia Paritatian Banka
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Figure 3 — Small drop-down arrows appear on the column headings. Clicking on any of those arrows

allows you to pull down on that column, giving you a numerical or alphabetical list of all records in that

column. In this case, we have pulled down the “customer” column, revealing a list of all customers that

conducted wire transfers, arranged alphabetically. We could do the same for the Date column, Amount

column, or any other column in the database.

Bank of America

Page 24



May 18, 2004

Exhibit “C” (continued ...)

2 Microsoft Excel - Raw Data 10,000 Transactions _18]=
ﬁFiIe Edit Wiew Insert Format Tools Dats ‘Window Help =& x|

EII@@JH: ‘E.®|nvmv %%”|): £ 8l sl|ﬂ Q|_|100% - &
Arial -8 = A |
B10001 | —| 03/1 5;2001
[~ B | ¢ [ D | E | F | G \ H

1 | CDU'L‘ Date L' Credits L‘ Dehits L' Total AmoL,Ll Cusztomer L' . ! S .

1 CDUI_I Date LI Credits LI Dehits LI Total AmaL - Customer |T C usto m FI Ite rS E If yo u

2 1|0/ s2000 $97,90200 | $97.902.00 |(AID e [T
'3 | 1 |otmzom §8,963.50 | $8,963.50 h siss wa nt to searc h fo r
T 1 014012000 $376,11313 | $376,11313 [A.1's Qu?Ck Cash Remittance, Co. —ABoris &
E 1 |otiotizooo $327,181.00 | $327,181.00 Qapgaa'gﬁjhg'agufn%”;tffgﬁspﬁ:gter Fuel T4 eve ry reco rd | n th at

5 1 01012000 | $89,500.00 $89,500.00 |Bay, Gells, & Locks Attorneys Ak Law Boston
|7 | 1 [otonzom $21631.00 | $21,631.00 g:ﬂﬁfké duz‘:;zi:ig';ca L'esco co | umn th a.t co I"lt ai ns a
g 1 0101/2000 $12,446.00 | $12,446.00 |Biling Conspiracy Group LLC Richar:
o | 1 |otm12000] 324530000 $245,300.00 g:ﬁgg? dF_“e'SJ Carp. Fimaco R .
W 1 0140142000 | $16,300.00 $16,300.00 | Bogatin ;és‘:tri’;g Oil Co lzle of Ce rtal n p h rase y o r beg I n S
E 1O 2000 ) $6S,800.00 $65,900.00 gsﬁgrt; ;m%flgifesstcnfefts'\'i‘% vork &-Bral | . . .
12| 1 |otmiz000 $110,61550 | $110,615.50 | B5a Avoidance Co. Emell C W |th a Ce rtal N St rin g
13 1 |0M0M/2000 | $54,700.00 $54,700.00 | Bulls, Bears Brokerage Services Inc, Mestor!
14| 1 [o1onzom §37,974.35 | $37,974.38 E;ii@;?g?gﬁe“ Assoriates Impex B Of I ette IS , or d oes n Ot
15 1 01012000 | $139,300.00 $139,300.00 | Campos Importacion 54 ¥ iBeta Ine
E 10140 £2000 §28,20000 | $28,20000 ERIC, LLC Richar CO n t al n a St r | n g of
17 1 01401 £2000 | $157,300.00 $157,300.00 | Fly-by-Might Telecommunications Rio Gr
E 1 01401 /2000 255,401 00 | $255401 .00 |Gennadiy Trucking & Haulage Mestar" [(‘ | | (‘ |' (SO
19 1 01401 /2000 $21,045.00 | $21,049.00 Hebroni Gold importers (Panama) SA ik M
E 1 01401 /2000 $24435313 | $24,43313 KGB De-Bugging Co “ector Financial Advisors JEC Latvia Paritatian Banka
? 1 01401 /2000 §35,653.00 | $35,653.00 HKokaine & Coffes Import Company SA Cali Coffee Cartel Co. Banco de Lavado Dinero
E 1 01401 /2000 | $106,100.00 F106,100.00 Kokaine & Coffee Import Company S4 Colon Canal Tax Advisors, LLC JEC Latvia Paritatisn Banka
E 1 014012000 | $55,300.00 $95,300.00 |LCN Enterprises, Inc. Fuel Tax Advizars of Mew Jersey, Inc. Mewy Jersey Federal Savings & Loan
5 1 0401 /2000 | $127 500.00 $127,500.00 |Liars Poker Chip Mfa Co Black Jack Conzulting Co. JESC Latvia Paritatian Banka
E 1 01401 /2000 F148,77300 | $145,773.00 |Liars Poker Chip Mfg Co Skimm M. Hyde Investment Co. JEC Latvia Paritatian Banka
E 1 01401 /2000 $108,575.00 | $105,575.00 |Long lsland Fuel Distributors Inc. Fuel Tax Advizars of Mew Jersey, Inc. Mewy Jersey Federal Savings & Loan
? 1 010172000 | $109,700.00 $109,700.00 Medelin Cartel Co Brick Ell Associates Bogota Bank of Commerce
L 4 0 Ennn hdomaes | apimdarines Doblishines ©o 17 | atuia Davitatian x
4 ¥ | M| Master Data & Pivok - Customer & Contra [ SheetS [ Sheet4 Fi Sheets [ Sheete / | 4 l Llr

“D;aw. NNOOCEHJM|> - ZL-A-==284d|
Ready 1 o o
histart || 1 [E|Microsoft PowerPoint - [4... |8 NsTF @ sz am

Figure 4 — At the top of the drop-down alpha/numeric list are three other choices: show All, show the Top
10, or “Custom”. The Custom feature is incredibly useful, allowing you to search every record in the
column for a certain phrase or combination of phrases, a certain string of letters, a particular date range, or

any other factor. It also allows you to exclude a phrase, number or date.
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Exhibit “C” (continued ...)
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Figure 5 — In this case, we have filtered our “customer” colu

customers whose name contains the term import. Here, you

I [~
|&5 NsTF 2.0 4 am

mn so that we are going to see only those

have two choices: you can include those

customers whose name contains “import” AND the term “export”, or you could include those customers

whose name contains the term “import” BUT NOT the term

“export.” The possibilities are endless.
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Exhibit “D”
The Use of The “Pivot Table” Function in Microsoft Excel™ as an AML/TFP Tool
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Figure 6 — Like the “Filter” function, the “Pivot Table” function appears in the “Data” drop-down list

located at the top of the control panel in Excel™. Clicking on the “Pivot Table” command opens up a

“Wizard” that guides you through the steps needed to build the Pivot Table.
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Microsoft Excel - Raw Data 10,000 Transactions

Exhibit “D” (continued ...)
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E 1 01401 /2000 $24435313 | $24,43313 KGB De-Bugging Co “ector Financial Advisors JEC Latvia Paritatian Banka
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Figure 7 — The “Wizard” walks you through the steps needed to build the Pivot Table. This takes some
practice, as you need to learn the best ways to build your table, dragging column headings represented by

the buttons on the right of the drop down menu into the table located on the left.
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Exhibit “D” (continued ...)

2 Microsoft Excel - Raw Data 10,000 Transactions _18]=
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i Does this makes sense for your customer BSA Avoidance Co? hr
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Figure 8 — In this case, we built a Pivot Table from our wire transfer database showing all customers down
the “Y” or left hand column, all contra parties across the top (originators of incoming wires or beneficiaries
of outgoing wires), and the sum of the wires between any customer and any contra party (in this case, rather
than the sum of the wires, you could choose the average wire, largest wire, number of wires, or even the
standard deviation between the wire amounts).
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Exhibit “E”

The Invisible Web — www.searchsystems.net

a http:/ /www._searchsystems_net - Microsoft Internet Explorer provided by FleetBoston Financial
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I MyFamily.com fee-based people finder service

Advanced Search _ Search | Search |

Click here for help with your search.

U.S. Nationwide

Attorneys Environmental Missing Children / Persons Schools / Colley
Aviation ECC Most Wanted Securities
Banking EDA OSHA Vehicle Safety
Census Health / Medical Postal / Zip

Courts Legal Properties for Sale

Criminal Records Military Recalls

e.0. orange county florida 1. First Name:l
IMatch all keywords 'l 2. LastName:|
|25 Fiesults per page 'l 3. State: | All States =l

| v

Figure 9 — www.searchsystems.net gives the user free access to thousands of publicly

In the United States, the majority of these are state-by-state.

’_ ’_ | tnternet

available databases.
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Exhibit “F”

The Internet Archive’s Site at www.archive.org and the “WayBack Machine”
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The wWayback Machine makes it possible to surf pages stored in the Internet Archive's
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Figure 10
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Exhibit “F (continued ...)

“2 M5SN Search: www_azzam.com/ -- More Useful Everyday - Microsoft Internet Explorer provided by America Dnline
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About Results

Powered by ) MSN Search

{52003 Micrasoft Corparation, Al rights reserved.
Terms of Use TRUSTe Approved Privacy Statement

[ 6 of 24 - Clipboard
Trem not Collected: Delete items
|@ Done

lilito increase available space
Figure 11 — The site www.azzam.com is no longer available on the Web.
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Exhibit “F (continued ...)

i Amenica Online - [Internet Archive Wayhack Machine]
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Figure 12 — Entering the URL www.azzam.com into the WayBack Machine lists 91 web pages that Azzam
has had back to October 22, 1999. Clicking on one of them will pull back the archived version of that site.
Entering the URL followed by “gibberish” will return all pages and documents attached to those 91 web

pages. In the case of Azzam, there are almost 2,100 such pages.
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Exhibit “F (continued ...)

2} Azzam Publications - for Jihad and the Mujahideen - Microsoft Internet Explorer provided by America Dnline

J File Edit “iew Favoites Tools  Help ‘
A at Q 7] 3 ol = . >
Back Eanward Stop Fiefresh Home Search Favorites Histary I ail Frint Edit Discuss
| Address [€] hitp. fweb, archive. ora/web/ 200109162231 23/hitp: /v azzam. com/ x| @6e
J@ﬂlexa |v]| |[Q,Search H Inf0|¥] 362718 Tanzeem-c-islami ¢ Qogaz « G slad e ckavkaz Center:newes:facts:...  Islaam ,ﬁm|
J Go glev| j %Searchw’eb Q_%Searc:h Site | @News | PageRank ﬂF‘agelnfo - Up = P Hiatlight
WELCOME TO AZZAM PUBLICATIONS
Home
What's New Information abeut Jikad and the Mujahideen everywhere
Jihad News
j::zg E;‘:;S For authentic news on the Jihad in Chechnya, .
2 lease visit ASN
Photo Libra P ) » 5
Video Librarryy http :iiweb.archive.orgiwebi20010916223329/http :www.qogaz.co.zal- 5
Products
Articles
FAQS
Links NEW! URGENT APPEAL TO DEFEND AFGHANISTAN
Search i
Site Map - ™
E-Mail NEW! The Islamic Ruling on Defending Muslim Land
Under Attack
COMING SOON mm‘
NEW! Rules of Jihad Forbid Killing of Innocent INSHA-ALLAH... B G
Civilians - o
Join the =
NEW! Urgent Web Appeal E:I't?::" Ehen

The Monumental Struggle of Good Yersus Evil

Sahih Al-Bukhari's Book of Jihad

The Day of Wrath by Sheikh Safar Al-Hawali

Chechnya from

the Ashes
EEATURE: The Bamiyan Buddhas
Four videos on & b ] [
|@ [1 item remaining] D ownloading picture hitp:A#web. archive. orgAweb/ 2001091 701 3608 Avwww. azzam. com/imagesvideofrontcoversmall jpg. l_ l_ |e Intemet
a Slarll“ @ :\Zj ﬂ é% @ m |J A America Dnline-[lnternet...l Microsofl PawerPaint - [Az... "@Azzam Publications - ___ | %MH% 1:52 PM

Figure 13 — This is a screenshot of the URL for www.azzam.com from the WayBack Machine’s archive
dated September 16, 2001. Notice the “New!” section titled “Urgent Appeal to Defend Afghanistan”.
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